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PO3IIOPANKEHHSA

Bix 20 mucronana 2025 poky Ne 98

IIpo 3arBep/kenns [liany pearysanus Ha KiGepinumaentn/kibepataku B indopmauniiino-
KOMYHIKalifiHuX cucTemMax bykanbkoi cesnimHol pagn, BHKOHABYMX OpraHax,
KOMYHAJIbHHX IANPHEMCTBAX, YCTAHOBAX i 3aKkj1agax Byukaubkoi cesmmuol paan

BinnosinHo 1o 1. 20 4. 4 ¢1. 42, u. 8 ct. 59 3akony Ykpainu «IIpo Micuese caMoBpsityBaHHs!
B Ykpaini» Bix 21.05.1997 Ne280/97-BP, 3akony Vkpairm «IIpo ocHOBHI 3acamm 3abe3rneucHHs
KkibepOesniexkn Yipainm» Binx 05.10.2017 Ne2163-VIIL, [Tnany peanizauii Crparerii xibepGesrexn
YKpaiHu, cXBaJeHOro pimenHsM Pamn HarionansHoi Gesmekn i 06oporn Ykpainu six 30 rpymas
2021 poxy, BBeneHoro B jito Yxasom Ipesunenta Yipainu Bix 01 motoro 2022 poky Ne37/2022,
Hopsinky pearyBanus cyG’extamu 3abesmeueHHs KiGepOesnekd Ha pisHi BUaM TOmill y
KiGeprpocTopi, 3aTBepKeHoro ocTanoBoto Kabinery Minicpis Ypainu Bin 04 kpitas 2023 poky
Ne299, 3 Mmerowo mninmsumieHHs kiGepsaxwcry iH(popwmamii 0 CTBOpPIOEThCS, 36epiraeThes Ta
00pobiIseThes B iHQOPMANiHHO-KOMYHIKaIfHIX CHCTeMaX, sKi HaexaTh CyBOPOBCHKOT CETHIITHOT
TEPUTOPIATLHOT TpoMaiH, abo JIOCTYI JIO SIKHX HaJaHni [ BUKOHAHHS po60oUol isuIbHOCTI:

. BarBepauTu niaH pearyBaHHs Ha  KibepiHummeHTH/kiGepaTaku B iHpOpMaliiHO-
KOMYHIKallifHUX ~ crucTeMax — By/kalbkoi — CeNMIIHOT  pajy, BHKOHABYHX OpraHis,
KOMYHAJIBHUX IIPUEMCTBAX, YCTaHOBAX 1 3akiagax bByjokaubkol cemmmmuol paaw
(momaeTnes).

2. Bu3HaunTH BiIMOBiNaNbHOIO 0COGOKO 3a pearyBaHHsS Ha KibepaTakw, KiGepiHIWMICHTH Ta
inpopmyBanHs cy6’ekTiB 3abe3neucHHs KiGepOesnekn — [laro JIMuTpo IBAHOBHY, rOJIOBHHIH
CrIeriaicr.

3. KepiBHHEKaM KOMyHATBHUX TIiITPUEMCTB, YCTAHOB Ta 3aKiaiB Bymkaubkol ceumHol pam
NPU3HAYATH BIAMOBiATBHY 0COOy 3a pearyBaHHsI Ha KiGepaTaku, KiGepiHIMICHTH Ta
inpopmyBaHHS Cy0’eKTiB 3abe3rieueH s KiGepOe3neKH.

4. KepiBHuKaM CTpyKTypHHUX ITiIpO3iiB anapary Byukanskoi cennmuol paa, ii BHKOHABYOTO
KOMITETY Ta BMKOHABYMX OPraHiB, KEpiBHMKAM KOMYHAJIbHHX TIMPHEMCTB, YCTAHOB Ta
3akyiajiiB 3abesneunTy 0TpuManHs [lnany pearyBasHs Ha kiGepaTaky Ta KibepiHUHICHTH.

5. KoHTpoJb 32 BUKOHAHHSM PO3IOPSDKEHHS 3aIMIIAI0 33 COB0I0.

CeNUIHNuE rojiosa Isan KIOCCE




3ATBEP/DKEHO
PO3NOPAIKECHHS CCITMIIHOTO I'OJIOBU
20.11.2025 p. Ne 98

[Dran

pearyBaHHs Ha KiGepiHUMAeHTH/KiOepaTaku B iHPOpMaIiiHO-KOMYHIKALIHHUX cucTeMax
By okalbkol ceMInHoT pajii, BUKOHABYMX OPTaHiB, KOMYHAIBHUX MiATIPHEMCTBAX, YCTAHOBAX i
3aKiazax byokaipkol cenmuimHol paau

1. Ile#t mran po3poOneHWH 3 ypaxyBaHHAM METOJMYHHMX DPEKOMEHAalill 11010 pearyBaHHs
cyG'exramu 3abesnedveHHs kiGepOesnekn Ha pisHI BHAM TMOIM y KiGeprpocTopi, 3aTBEpIKEHHX
Haka3oM AjmiHicTpanii JlepxaBHoT ciTysx0M CHemiaTbHOTO 3B'S13Ky Ta 3axXHCTy iHpopmartii Y kpainu
Bin 03 mumas 2023 poky Ne570.

2. Tlmam 3acrocoByeTbes B Bympkambkilt cenummiHilfl paji, BUKOHaBUMX OpraHax, KOMyHAJIBHHUX
MiAMPUEMCTBAX, YCTAHOBAaX 1 3aKiafgaX By/ukambkol CeNMINHOI pajiy IIiJ 9ac BXKHUTTS 3aXOiB i3
KiGep3axuCTy BIIMOBIMHO IO €TamiB pearyBaHHs Ha pi3HI BHAM MO y kiGepmpoctopi B
iHpopManifHO-KOMYHIKaIHHIX crcTeMax anapary BymKaibKol cemiHol paay Ta il BHKOHABUOTO
KOMITETY, BAKOHABYMX OPraHiB, KOMYHaIbHHUX MIAMPUEMCTBAX, YCTAHOBAX 1 3akianax Byukaibkol
CEJIMIIHOT pau.

3. 3axonu 3 pearyBaHHs Ha KiCepiHIMIEHT/KiOepaTaky TPOBOAATECS TAKAM YMHOM, 106
3a0€e3MeUnTH:

- NIBHJIKE BUSIBJICHHS KiOepiHIMIEHTY/KibepaTaku;

- HaJle)KHE 1HPOPMYBaHHS PO iX BUHUKHEHHS YTIOBHOBAXXCHUX OPTraHiB Ta 3alyYeHUX CTOPIH;

- 3an00iraHHs, MiHIMI3allilo Ta YCYHCHHSI HETaTUBHUX HACIILIKIB,

BHSBIICHHS BPa3JINBOCTEH;

- BIIHOBJIEHHS HaJaHHs Cy0'ekTamMy 3a0e3neueHHs KibepOe3neKu OCIyT;

- CTayjicTh i HagifHiCTh cHCTeM Ta iHIMX 00'€KTiB KiGep3axWCTy, WO HaIekKaTh Cy6'ekTaMm
3abe3nedeHHs KibepOesneku;

- YHEMOXIIMBJICHHsI TOBTOPHOI peali3alii BHABIEHOTO KiOepiHIMIEHTY, a mono kibeparak —
30€pEKEHHS] MOXKITHBUX SJICKTPOHHUX JI0KA3iB.

4. Tepminu pearyBaHHs Ha KiGepaTaky Ta KiGepIHIMACHTH BKUBAIOTLCS Y 3HAUCHHSX, HABEICHHX B
3akonax Ykpainn «[lIpo ocHoBHI 3acamm 3abesmedeHHs kiGepGesnexn Ykpainm», «IIpo 3axuer
iHopmanii B iHpopMamifiHO-KOMyHIKaIIHAX CHCTEMaX» Ta IHIINX HOPMATHBHO-TIPABOBHX aKTax.

5. Ilpu BusiBneHH] cripo® BUMHEHHS KibepaTak abo KiOepiHIHIAEHTIB, IHIINX HeCAHKIIOHOBAHNX il
o0 inpopmanifiHux pecypcis B iHGOpMAaIliHHO-KOMYHIKAIIHHAX cHcTeMax By IKalbKol CerImHOT
pajn, BHKOHABYMX OpPraHiB, KOMYHAJIBHHX MiIMPHEMCTBAX, YCTAHOBaX 1 3aknagax Bymkaibkoi
CeJIMIIHOT paay abo cepBicax Ta CUCTeMax, JOCTYIl [0 SIKHX HalaHO 3 METOK BUKOHAHHS po6ouoi
JUSUTBHOCTI Ha MOCTIHHINA a60 THMYACOBIH OCHOBI, ITOCaTOBEM 0c00aM HEOOXiIHO:

5.1. HeBinxiaano MoBiZOMHUTH BiAIIOBIIAIbHOTO 38 pearyBaHHs Ha KiGepaTakd Ta KiGepiHmmueHTH
PO BUSIBJIEH] CIIPOOY ITOPYIICHHS KiGep3axucty.

5.2. BinnosigansHOMy 3a pearyBaHHs Ha KiGepaTaky Ta KiGepiHIUIEHTH:

a) HEBIIKJIAZHO TOBIIOMHUTH YpSIIOBY KOMaHJy pearyBaHHs Ha KOMIT'IOTEpPHI HaI3BHYaANHI mosii
Ykpaiin CERT-UA mpo inmmmentn kibepGesnekn uepe3 ommaiin ¢opmy https:/cert.gov.ua/




(mpiopuTeTHO), TeneoHOM, abo UIAXOM HAJCHIAHHS Ha CJICKTPOHHY MOIITOBY aapecy
cert(@cert.gov.ua BiAMOBIAHOTO MOBIIOMIJICHHS

0) amst opramisamii METOAMYHOT Ta TEXHIYHOI JOMOMOTH 3 JOKami3amii/minimizanii Hacmimkis
Kibeparakn/KibepiHUMIeHTY He misHime 30 XBHJIMH 3 MOMEHTY BHSIBJICHHSI iHopMyBaTH TIpO
BHABIICHY KibepaTaky/KiOepiHIMIEHT i3 3a3HaueHHsM 06’ ekTa Kibeparaxu/kiGepinumaenty, vacy ii
31IHCHEHHS Ta IHIIOT HassBHOI iH(OpMarii:

- HajaBa4a MOCHyT HOCTYIy 10 Mepexki IHrepHer (iHTepHeT mpoBaiizepa) y BMIIAIKaX, KOJIH
KiOCpIHIIMAEHT BIUIMBAe Ha (YHKI[IOHYyBaHHS KaHAIIB 3B'A3KYy, MOB'SI3aHHH i3 KOMITPOMETaIIi€l0
MEpEKEBOTO 0OOJIaiHAaHHS HalaBa4a Mocayr abo BHMarae HOro ywacri Juta peanisamil 3axomiB 3
O7I0KyBaHHS IKLUTHBOTO Tpadiky;

- BjacHMKa abo  posmopsiiHMKa  iHOpMAlifHO-KOMYHIKAIIAHOT CHCTEMH, eNeKTPOHHOro
iH(popMalifHOTO pecypey, cepBicy, A0CTyN 0 AKOrO HaZacThes Bykaubkid cenuimii paxi, 1
BHKOHABYMM OpraHaMm, KOMYHAJIbHHM [IANPUEMCTBAM, YCTAHOBAM | 3akimajam Bymukainbkoi
CeNMIIHOT panu, sIKImo KiGepataka abo KiGepiHUHAEHT Ge3MOCEPENHbO CTOCYETHCS BKA3AHO
30BHIMIHBOT CHCTEMH UM CEPBICY;

- Oopradi3amii Ta BHKOHABI, IO 3alydYeHi Ha MOTOBIPHIf OCHOBI 10 TexHiuHOT MATPUMKH Ta
CYNpoBOAY iH(OpMaNiHHO-KOMYHIKALIHHAX CHCTEM, TIPOrpaMHOTo 3a0e3nedeHH s a60 00/1aHAHHS
KOMYHAJIBHAX MUINPUEMCTB Ta 3aKiajiiB, mo mepeCyBalOTh y NiAMOpAAKYBaHHI Bympkanbkoi
CEIMIMHOI paju (IiAPSIAHUKH, ayTCOPCHHIOBI KOMMAHI(, MiANpPHEMCTBA, TOIIO), y pasi, SKIIo
KiOEPIHIMIEHT CTOCYEThCs 00'€KTIB IXHBOT BiAIIOBIIATBHOCTI;

- HAlOHAIBHUI KOOPAMHALIWHUH TEeHTp Kibepbesmekn Ha CJICKTPOHHY MOIITOBY aapecy
report@ncsce.gov.ua;

- TIpaBOOXOpoHHI opranu (HamionansHy mominiio Ykpainu, Ciyx6y Gesmexn VYkpainu) y pasi
BUSIBJICHHSI O3HAK KPUMIHAIBHOTO TIPABONOPYIICHHS, MepeabadeHoro YHHHUM 3aKOHOIaBCTBOM
YKpalHH (30Kpema, HeCaHKIiOHOBaHe BTPYYaHHs B POOOTY €TeKTPOHHO-0GUHCIIOBATLHIX MAIIHH
(KOMIT'FOTEPIB), aBTOMAaTH30BAHHX CHUCTEM, KOMITMOTEDHHX MEDEK HUH MEpEexK eJIEKTPO3B'A3KY,
TOUIMPEHHS WIKLUTHBOTO TTPOrPaMHOT0 3a0e3nedeHHs);

- JIeTIapTaMeHT LH(PPOBOTO PO3BUTKY, iH(popMaLiiHOi noniThku Ta Typusmy Onechkoi o6nacHoi
JepxaBHOT (BificbkoBOT) anmMinicTpaii Ha axpecy digital@od.gov.ua;

B) MPOTSATOM 12 roauH micst BUSBICHHS Takoi kiGepaTaky abo KiOEpIHIUIEHTY y BCTAHOBJIEHOMY
TOPSIIKY HAJaBaTH CTOPOHAM, 3ally4eHHM y JIOKali3alilo, MiHIMi3amio Haciakip kiGepatakn a6o
KIGepiHUMIEHTY Ta iX MOHITOPHHT TeXHiuHy iHdopManiio (iHxukaTopw KOMIIPOMETAMIT, THIT aTaKH,
0COOIMBOCTI MeXaHi3My peasizamii TOINO), a TakoX iHMOPMAIII MOKO MOKIHBOIO JuKepera,
MOTEHUIHHMX HACITIAKIB, TOAATKOBUX 0OCTABHH, BKHTHX Ta 3allJIAHOBAHHMX 3aXO0J[B pearyBaHHS.

6. V pasi tumuacosoi BincyTHOCTi (mepeGyBaHHS y mMOpiuHIE Bimmycrii, BIAPSDKEHI, Ha
JIKApHSHOMY, TOIIO) BiATOBiNATBHOI 0COGH 3a pearyBaHHs Ha KibepaTaky Ta KiOepiHIMaeHTH, 260
HEMOKJIMBOCTL 3B’S13Ky 3 HEIO MPOTATOM 30 XB., KEPIBHHKAM CTPYKTYPHHX MiJpO3AiTiB amapaTy
byokanbkoi cenuuinoi pamu, i BHKOHABYOTO KOMITE€Ty Ta BHKOHABUMX OpraHiB, KepiBHHKam
KOMYH&JIbHUX [IAMPUEMCTB, YCTAHOB Ta 3aKNaliB 3a0e3MEYHTH HEBIAKIAAHE BHKOHAHHS
BHLIE3a3HAYEHUX 3aX0/IiB.




